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Session 1:

Session 2:

UNIVERSITY

Breakfast and Registration

Announcements

Welcome

Opening Remarks—Setting the Scenario and
the Charge for the Workshop

Keynote Presentations

Technical Directions in Cyber National
Security

Industry Perspective on Cyber National
Security

Some Problems of Cyber Security

Break
Setting the Stage — Cyber Shockwave Panel

Working Lunch - Introduction to the Breakout
Sessions

Parallel Breakout Sessions

Strategic View: Government and industry
partnership. What are the roles of
government (public sector) and the private
sector in responding to national scale cyber
events?

Building the Policy and Legal Framework
(Understanding authorities and roles ) —

What policies and laws are needed to support

&

responses to a national scale attack?

Wes Spain, Lawrence Livermore
National Laboratory

Tomas Diaz de la Rubia, Acting
Principal Associate Director for
Science and Technology, Lawrence
Livermore National Laboratory

Larry Castro, Managing Director,
Chertoff Group

Prof. George Cybenko, Dartmouth
College, Institute for Security,
Technology, and Society

Don Proctor, Senior Vice President of
the Voice Technology Group, Cisco
Systems

Robert Deitz, CIA Officer-in-
Residence, Distinguished Visiting
Professor, George Mason University

Celeste Matarazzo, Lawrence
Livermore National Laboratory

Lawrence Livermore
National Laboratory

LLNL-WEB-424638



Session 3:  Technical Decision Support and
Emergency Response — When our
increasingly networked society is next
attacked in a novel way, how can the
technical community provide the best possible
guidance to decision makers?

Session 4:  Recovery and Communication (Cleaning
up the Chaos) — How do we assess the
damage — technical, economic, and societal —
and expedite recovery in the face of eroded
public trust?

4:00 p.m. 4:30 p.m. Break

4:30 p.m. 6:15 p.m. Outbrief from Breakout Sessions (25 minutes  Breakout session leaders and
discussion per session) facilitators

6:15 p.m. 8:00 p.m. Closing Remarks, Next Steps, and Reception
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